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THIS IS THE AGE OF THE MASS DATA BREACH 
Hardly a week goes by without the media reporting a large-scale hack of sensitive personal or account 

information. Perhaps what is most disturbing isn’t the unsettling pace at which these breaches  

occur but rather their unprecedented size and scale. According to the Gemalto Breach Level Index, more 

than 1,500 data breaches led to 1 billion data records compromised worldwide during 2014. This represents 

a 49 percent increase in data breaches and a 78 percent increase in data records that were either stolen or 

lost compared with 2013.

Increasingly, the public seems resigned to believe that such compromises are the new normal, 

producing a kind of breach fatigue that may be lowering the expectations consumers have for 

identity and online security.

Still, customer-facing businesses and agencies must continue efforts to educate consumers about their 

role in breach and fraud prevention. There also must be the will to consider and apply comprehensive,  

data-driven intelligence that helps thwart both breaches and the malicious use of breached information 

and protect all parties’ interests.

WHY FRAUD IS 
BIG BUSINESS 
Mass data compromises and resultant losses are 

fueled by the systematic industrialization of fraud 

via domestic and international crime rings, whose 

lucrative exploits net enormous returns. In 2014, 

for example, the cost of cybercrime in the United 

States alone was nearly $13 billion, according to 

the Ponemon Institute.

Other factors stoking the acceleration of identity 

fraud include the low cost of and easy access to 

stolen data, including clean identities, and the 

speed at which criminals can sell and exploit 

pilfered information.

More than 1,500 data breaches led to 

1 billion data records compromised 

worldwide during 2014.
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Of course, the immediate fallout from recent 

breaches is real and potentially devastating for 

consumers and businesses. However, the latent risk 

of future exploitation may present an even greater 

threat, given that:

• Breached data is effectively unrecoverable

• Compromised personally identifiable 

information (PII) remains so indefinitely

• Stolen identities can stay accessible for years

• It’s costly, difficult or impossible for consumers 

to change certain core PII and contact 

information

YOU CAN’T PUT THE TOOTHPASTE 

BACK IN THE TUBE

CAUGHT IN THE DARK WEB  
The methods by which thieves monetize stolen data are both varied and inventive. Much of it ends up 

for sale in a seamy area of the Internet known as the Dark Web, advertised in illegal, anonymous online 

marketplaces. Here, full or partial data sets of personal, financial or access-credential information can be 

purchased for as little as a dollar or as much as several hundred dollars, depending on quality factors such 

as the victim’s credit score, caliber and completeness of the identity, or financial instruments in play. Digital 

news outlet Quartz reports that the median Dark Web price for a stolen identity is $21.45.

UNDERSTANDING TAKEOVER FRAUD

Malware is installed 
Email, ad, fake URL
Malware is installed 
through email, ad, 
fake URL etc.

Stolen credentials  
are checked — 
They work!

Credentials and  
PII are stolen

Account is monitored 
and strike is planned

Credentials and  
PII are sold

Service is started, money 
is moved, etc.
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CUSTOMER EXPECTATIONS  

When transacting with payment instruments online or offline, customers expect to be recognized, treated courteously and able 

to conclude purchases without being delayed or inconvenienced. Invariably, declined transactions create friction, and when 

smart systems designed to mitigate fraud mistakenly decline valid purchases, the damage to a card issuer’s and/or merchant’s 

reputation is swift and deep.

For example, 83 percent of respondents in a recent Experian study (Measuring consumer attitude on CNP credit card declines, a 

TrustInsight
®

 study by 41st Parameter
®

, a part of Experian) reported feeling frustrated or upset about being declined, and a similar 

number said they felt betrayed or not trusted. Thirty-eight percent blamed the card company for the declination, while nearly 

one in three pointed to the merchant.

OMNICHANNEL EXPANSION  

Today, 36 percent of companies interact with customers in five or more channels, according to an Experian Marketing 

Services study. This expansion of customer channels significantly complicates the processes by which institutions and 

agencies form a comprehensive and accurate view of a customer and thereby elevates the risk of device and identity 

fraud. Unfortunately for businesses and institutions, fraudulent activity in one channel decreases brand confidence 

and customer loyalty across all channels, punctuating the need for greater security at every consumer touch-point.

THE ADVENT OF EMV  

EMV is a technical standard for smart payment cards and the payment terminals and automated teller machines that can 

accept them. EMV stands for Europay, MasterCard and Visa, the three companies that created the standard.

As U.S. merchants and institutions adopt EMV credit card standards, there is a genuine opportunity to enhance customer 

convenience and security. They also are encountering challenges in implementing payment terminals and point-of-sale 

technologies and in explaining EMV’s benefits to a largely unfamiliar public. The EMV card rollout also will shift the  

current distributions and frequencies of various fraud attacks and types, with most experts pointing to a likely migration from 

card counterfeiting to more online identity takeover and card-not-present (CNP) perpetrations. Preparing for EMV migration 

requires time, attention and resources that can distract businesses from managing other strategic and security-related 

initiatives already in place.

NONCRIMINAL DYNAMICS ALSO ARE IN PLAY 

In addition to crime rings, there are numerous noncriminal market drivers influencing merchants’ 

and institutions’ strategic and tactical responses to the current fraud environment among them:

of respondents in a recent 41st 
Parameter study reported feeling 
frustrated or upset about being 
declined and a similar number said 
they felt betrayed or not trusted.

of companies interact with 
customers in five or more channels, 
according to an Experian Marketing 
Services study. 

DID YOU
KNOW?



Leveraging customer intelligence  

in the age of mass data compromise

4

HOW COMPANIES  

ARE RESPONDING 
The recent convergence of these factors and 

many more clearly has affected how companies 

conduct business. Nearly 70 percent of those  

polled in a 2015 Experian-Ponemon Institute 

study said that the increased visibility and media 

reporting of breaches, including payment-related 

incidents, have caused their organizations to step 

up data security efforts.

More than half of the respondents said customer 

convenience is a higher priority than data security. 

Similarly, in response to threats posed in online  

and mobile channels, 79 percent of bank executives 

who were interviewed for a 2015 Aite Impact 

Report said that they will increase fraud-prevention 

spending in these areas not because losses in 

these channels are up (they are, in fact, declining in 

many channels), but rather to reduce transactional 

friction and improve the customer experience.

 

Perhaps reflecting awareness of 

consumer expectations, the study 

also revealed the extremely high value 

businesses place on delivering a 

favorable customer experience. 
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Customer intelligence elevates data confidence 

The common denominator in all of this — securing transactions, reducing friction and providing a 

consistently satisfying customer experience, online and offline — is:  

Customer intelligence provides a holistic, bound-together view of devices and identities that equips 

companies and agencies with the tools to balance cost and risk without increasing transactional friction.

In the age of mass data compromise, however, obtaining dependable information continues to challenge 

many companies, usually because consumer-provided identities aren’t always unique enough to produce 

fully confident decisioning.  

 

Reliable customer intelligence based on high-quality contextual identity and 

device attributes and other authentication performance data.

Identity record testing 

Recent analysis based on Experian’s proprietary 

PIN process of matching a consumer to internal 

identifiers revealed that in a test sample of more 

than 1 million inquiry records, 94 percent of those 

identities could be isolated to a unique identity 

confidently. The majority of the remaining 6 percent 

of identities could still be authenticated with 

additional risk-based analytics and decisioning 

steps, but overall hold less confidence than those 

uniquely defined by PII. 

Furthermore, of the identities confirmed as 

unique, a surprising 3 percent shared a unique 

PIN, strongly suggesting that clients submitting 

this information likely are dealing with mixed, 

redundant, and ultimately inaccurate or incomplete 

data sets within their own host systems and 

customer relationship databases.  

• Verify all identity points 

• Flag high risk factors 

• Evaluate velocity and associations

• Discern device risk and trust 

• Ascertain device velocity and associations 

• Discover known history and fraud associations



Leveraging customer intelligence  

in the age of mass data compromise

6

The good news is that customer insights, along 

with linked associations across traditional identities 

and the devices through which those identities 

transact, greatly minimize the problem.

A 10-foot wall versus 10 1-foot walls 
Customer intelligence is the real-time or batch 

delivery of an aggregated set of attributes 

and decisioning logic — metaphorically, an 

insurmountable 10-foot wall — built from real-

time access to and linkages across identity 

information, device insights and the combined 

use of both over time. Dependable and holistic 

customer intelligence provides the broader 

view businesses and agencies need to reduce 

their risk while infusing more confidence and 

frictionless interactions into their omnichannel 

customer touch-points. Customer intelligence 

is based on a range of available tactics that are 

used in combination to move good customers 

unobtrusively through their digital journey.

For optimal decisioning, customer intelligence 

should encapsulate accurate point-in-time 

insights. Responses should be proportionate to 

the level of risk associated with a monetary or 

nonmonetary transaction initiated in an online, 

mobile, telephonic or in-person channel. When 

customer intelligence is applied, outcomes are 

not left to isolated linear or stage-gate sequential 

methods (1-foot walls) that can expose a single 

or more exploitable point of compromise to fraud 

perpetrators.

Depth, breadth, confidence 

Customer intelligence also may include the 

presence (or absence) of high-risk identity and 

device-associated conditions. Additionally, it may 

include identity element link analysis and velocity 

checks to assess account-takeover identity theft 

and up-to-date fraud threats. Customer intelligence 

is used to determine the available data from a 

transaction, including the characteristics of devices 

accessing data through a network as well as 

positive or negative device and identity associations 

(and disassociations) over time.

• 

In a test sample of more than 1 

million inquiry records, 94 percent 

of those identities could be isolated 

to a unique identity.

ROBUST CUSTOMER 
INTELLIGENCE ALSO 
COMPRISES:

• Known fraud or positively confirmed 
associations at the unique identity and 
device level

• Analytics derived from identity and 
access-device attributes

• Analytics derived from current and 
historical contextual attributes, such as 
channel, transactional information and 
customer value assessment

• Customer interactions, such as 
knowledge-based authentication and  
out-of-band (e.g., SMS alert) notifications 
and responses

• Additional layered authentication 
results, including document verification, 
biometrics, credentials and geolocation
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Time’s effect on identity and risk 

A recent Experian analysis shows that over 

time, identities often can shift for better or for 

worse based on a set of proprietary identity risk 

attributes. For example, nearly 2 percent of the 

evaluated identities showed a significant increase 

in identity risk over a period of only 30 days, while 

nearly 1 percent showed a significant reduction 

in identity risk over that same period. This can 

have a considerable impact when considering the 

number of new customer accounts that will have 

meaningful change within the first month. 

Experian’s analysis highlights the need for 

businesses and agencies to rely not on a singular 

point of customer intelligence gathering and 

decisioning, but rather to follow an ongoing routine 

of identity and access-device monitoring that 

carries through every point of customer and/or 

account action. 

WHAT CUSTOMER 
INTELLIGENCE ISN’T 

In the age of mass data 

compromise, it’s important 

to remember that customer 

intelligence no longer refers to 

isolated Know Your Customer/

Customer Identification Program 

(KYC/CIP) procedures or to a 

series of easily defeated singular 

or subset authentication 

checks. Nor does customer 

intelligence encompass familiar 

linear processes by which each 

authentication effort is isolated  

as a stage gate or a one-time 

insight or event captured only 

during customer acquisition  

or enrollment. 

The best customer intelligence is 

neither identity- nor device-oriented 

but rather an intentional, intelligent 

combination of the two that 

enables organizations to conduct 

risk assessment and segmentation 

confidently throughout 

the customer journey.



Leveraging customer intelligence  

in the age of mass data compromise

8

STEPS TO TAKE NOW 

Until breach prevention can keep pace with emerging threats, businesses and agencies must equip 

themselves to combat current and future attacks with the prevailing assumption that identity elements 

and user credentials either are compromised or can be compromised easily. Application and account 

management decisions therefore must be anchored in data aggregated well beyond isolated and relatively 

incomplete in-house data assets.

Continue educating consumers 

Consumer education and customer collaboration 

are to other essential fraud prevention measures. 

Too often, fraud education is an afterthought as 

institutions juggle competing operational and 

security priorities with limited resources. Still, 

businesses and agencies must continue working 

with their service providers to educate the public 

about fraud risk factors and the important role 

consumers play in the identity authentication 

ecosystem. Experian’s leadership and analysis in 

this area continue to benefit a wide range of clients. 

Customers are more likely to provide information or 

accept various authentication methods across the  

digital journey if they understand the value these 

methods bring by enabling more access to services  

and functionality.

Strengthen channel-specific 
risk strategies 

Bolstering online commerce fraud management 

is not a one-size-fits-all proposition. Institutions 

must be intentional and methodical about 

segmenting populations and applying appropriate 

risk strategies at the channel and transactional 

level. Once implemented, these strategies require 

ongoing maintenance and analysis that reflect 

the proper balance of cost, risk, compliance and 

customer experience.ROBUST CUSTOMER  

APPLY LAYERED AUTHENTICATION 

In recently updated guidelines, the Federal 

Financial Institutions Examination Council (FFIEC) 

asserts that businesses must move beyond simple 

device identification such as IP address checks, 

static cookies and secret challenge questions 

derived from customer enrollment information — 

to more complex device identification and  

out-of-wallet verification procedures.

The broader implication is that, to be effective, 

businesses need to expand their view of 

authentication and acquire a more diverse and 

accurately reported universe of data asset types 

and categories, which may grow to include: 

• Identity transaction link analysis and risk 
attribute derivation

• Device intelligence and risk assessment 

• Credit and noncredit data and risk attributes

• Identity risk scores

• Knowledge-based authentication  
question performance

• Traditional PII validation and verification

• Biometrics and remote document verification

• Out-of-band alerts, communications  
and confirmations

• Contextual account, transaction and  
channel purview
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Double-digit improvement possible 

Layering protection strategies around customer 

intelligence — gleaned from reliable data, 

actionable analytics and accurate device risk 

assessment — empowers businesses and 

agencies to obtain the right insights at the  

right time, across an ever-growing  

omnichannel landscape.

Recent data from Experian confirms that 

identity fraud risk models — that incorporate a 

combination of attributes derived from identity 

element verification, risk conditions and historical 

link analysis across identities and devices — can 

deliver substantive, double-digit improvement 

in fraud detection, loss prevention and positive 

authentication rates. This is compared with 

decisioning policies that incorporate only more 

static identity element verification results  

in isolation.  

Additional benefits of layering 

Integrating layered authentication policies into a 

broader customer intelligence strategy also may 

result in additional benefits:

• Faster, less-risky decisioning in high-speed 

channels such as CNP and point-of-sale 

(POS) transactions

• Increased customer loyalty and therefore greater 

lifetime value

• Competitive differentiation and the opportunity 

for companies to position themselves as more 

secure, proactive, customer-friendly 

and technology-driven than their rivals

 

MANAGING IDENTITY RELATIONSHIPS 

THROUGHOUT THE CUSTOMER LIFE CYCLE
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CONCLUSION 
The expanding and rather vicious cycle of breach, 

fraud loss and customer experience deterioration 

characterizes life in today’s globally connected 

digital world. With crime rings stepping up the 

scale, sophistication and velocity of their attacks, 

it’s likely that such threats will persist and even 

increase in the foreseeable future. These threats 

highlight the urgent need for businesses and 

agencies to continue educating consumers and, 

perhaps more importantly, to improve the tactical 

and strategic effectiveness of current processes 

and future technology road maps.

The good news is that the data and technology 

needed to strengthen fraud risk strategies 

already exist in the form of comprehensive 

customer intelligence. Customer intelligence 

provides a holistic, bound-together view of 

devices and identities that equips organizations 

to balance costs and risk without increasing 

transactional friction.

Ultimately, customer intelligence supports the 

layering of strategies to gain solid assurances 

across all channels by replacing riskier linear or 

sequential methods (vulnerable 1-foot walls) with a 

10-foot wall of security that helps defeat fraudsters 

at every stage of the customer journey. Historical 

trends dictate that an 11-foot wall soon will be 

needed, and institutions must use service providers 

that have not only effective solutions today, but 

a roadmap and vision that keep pace with the 

expansion of services, consumer expectations  

and the misguided intelligence of fraud 

perpetrators. Experian Decision Analytics brings  

to bear real-world exposure to the latest fraud 

trends and unparalleled expertise in developing 

device and identity-based enterprise fraud 

management strategies.
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